Elements of Internal Controls
Preventing Fraud, Waste, and Abuse in Urban and Rural Transit Systems

Control Environment
· Encompasses

· Integrity and ethical values

· Commitment to competence

· Board of Directors or Audit Committee participation

· Management’s philosophy and operating style

· Organizational structure

· Assignment of authority and responsibility

· Human Resource policies and practices

Organizations with Control Environments less conducive to fraud:

· Have a strong management team with high ethical standards that communicate and enforce those standards throughout the organization

· Have an involved, informed and independent Boards of Directors 

· Are concerned about and willing to correct weaknesses in the internal control system

Organizations with Control Environments less conducive to fraud:

· Hires competent employees and assigns authority commensurate with responsibility

· Adequately trains employees to meet assigned responsibilities

· Have current, documented policies and procedures manuals, charts of accounts, job descriptions, conflict of interest policies, employee manuals and other materials that stress integrity and responsibility

Risk Assessment

· The ability of an organization to assess risk arising from changes in circumstances, such as: 

· Operations

· Personnel

· Information Systems/Technologies

· Growth

· Accounting Pronouncements

Organizations with Risk Assessment Procedures less conducive to fraud

· Establish clear agency-wide objectives that are consistent with the organization’s mission, business plans and budgets

· Periodically evaluates risks that can arise from internal sources and external sources

· Plans possible responses to those risks

· Identifies and monitors significant shifts in their industry

Control Activities

· To successfully address risks and achieve objectives, organizations must institute control activities, such as:

· Segregation of duties

· Physical controls

· System of approvals

Organizations with Control Activities less conducive to fraud

· Have procedures to prevent unauthorized access to or destruction of documents, records, and assets

· Have policies in place for controlling access to assets

· Periodically reconcile physical assets to accounting records (e.g. fixed assets, inventory)

Organizations with Control Activities less conducive to fraud

· Have a system in place ensuring review and approval of transactions

· Ensure that signatures are required to evidence the performance of critical functions

· Ensure that critical functions are adequately segregated to minimize the possibility of fraud occurring

Information and Communication

· Relevant information includes industry, economic and regulatory information obtained from external sources, as well as internal information

· Communications involve providing a clear understanding of individual roles and responsibilities in an effective manner

Organizations with Information & Communications less conducive to fraud

· Have mechanisms in place to obtain relevant external (market conditions, legislation) and internally generated information to achieve objectives

· Ensure that information is provided to employees to enable them to carry out responsibilities

Organizations with Information & Communications less conducive to fraud

· Ensure timely flow of communications across the organization

· Have communication channels and procedures for employees to report suspected improprieties

· Have a mechanism in place to ensure timely follow up on communications from customers, vendors and other external parties

Monitoring

· Assesses the quality of Internal Controls by:

· Timely evaluating the design and operation of controls

· Identifying areas of improvement and corrective action

· Follow-up procedures to determine that necessary actions are implemented

Organizations with Monitoring functions less conducive to fraud

· Have a system for investigating customer complaints and using the information to correct control deficiencies

· Implement control recommendation from external auditors

· Reevaluate internal controls periodically to ensure that the appropriate controls are in place and that they are functioning properly

